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ABSTRACT

Highly robust, highly automated systems that fully leverage human and system performance are essential in 21st century naval ships. The asymmetrical threat is real, the reaction time short. Past experience has demonstrated that when engineering casualties or damage occurs a human is too slow and vulnerable. Naval ships with reduced manning face operational threats that require survivable, reconfigurable, autonomic and intelligent responses in their hull, mechanical, electrical and damage control systems. Decentralization of systems and resources improves both ship survivability and fight through capability through rapid sensing, response and dynamic reconfiguration. The required survivable combat capability can only be achieved if the computational and process control electronics are themselves protected by hardware, hardware architectures and control software that has the capabilities described in this paper and that are proven to have reduced vulnerability to damage. The hardware itself must be able to survive the most severe damage and it must be reconfigurable and as distributed as the software to insure that there will not be critical single points of vital failure. This paper will describe the research and development, testing and installation of hardware, hardware architectures and control software that increases ship survivability and also meets the future warfighting requirements while providing ship construction savings. 

INTRODUCTION

Highly robust, highly automated systems that fully leverage human and systems performance are essential in 21st century naval ships. The asymmetrical threat is real, the reaction time short. The human is inefficient at operating and maintaining complex engineering and damage control systems in high stress combat situations especially when fighting damage. Past experience has demonstrated that when engineering casualties or damage occurs a human is too slow and vulnerable, and requires enormous logistical and medical support. Aggressive casualty and damage control cannot begin until the humans are accounted for. Naval ships with reduced manning face operational threats that require survivable, reconfigurable, autonomic and intelligent responses in their hull, mechanical, electrical and damage control systems. Naval Sea Systems Command (NAVSEA) and Office of Naval Research (ONR) have sponsored, and newer ship classes are beginning to employ decentralized ship system architectures with distributed control systems software to enable the Navy to improve rapid system recovery. Decentralization of systems and resources improves both ship survivability and fight through capability through rapid sensing, response and dynamic reconfiguration. The required survivable combat capability can only be achieved if the computational and process electronics are themselves protected by hardware, hardware architectures and control software that have the capabilities described in this paper and that are proven to have reduced vulnerability to damage. The hardware itself must be able to survive the most severe damage and it must be reconfigurable and distributed along with the control software to insure that there will not be critical single points of vital failure. This paper will describe the research and development, testing and installation of hardware, hardware architectures and control software that increases ship survivability and also meets the future warfighting requirements while providing ship construction savings.
REQUIREMENT FOR SURVIVABLE CONTROL 

The technical paper, “Naval Platform Control Systems: 2015 and Beyond,” (Famme & Kasturi 1997), forecast operational requirements “for active damage control … including automated fire suppression and dewatering in vital spaces, automated compartment isolation on demand (automated kill cards), use of advanced sensors … for post damage imaging, electronic damage plots, damage forecast based models of progressive flooding / fire spread, automated / remote control of water screens, etc.” With the technology and tests described in this paper it appears that this prediction is on a path to realization. Newer ship classes are beginning to employ decentralized ship system architectures. NAVSEA and ONR over the last decade have sought decentralization of systems and resources that will improve both ship survivability and fight through capability through rapid sensing, response and dynamic reconfiguration (Drew & Scheidt 2004). 
The ONR control system architecture of Wide Area Network (WAN), Local Area Network (LAN) and hardware (redrawn for readability) looks like Figure 1.
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FIGURE 1. ONR Multi-level Control Integration

The ONR design for distributed control led to the requirement that the networking and hardware that contains the control electronics must itself be able to survive the most severe damage and be reconfigurable via distributed software to insure that there will not be single points of vital failure. 
RESEARCH, DEVELOPMENT AND TESTING 

The requirements for survivable control systems led to a schema of multi-level distributed control based on locating, monitoring and control processing units as close as possible to the machinery. 
Dr. Andres Lebaudy and Mr. Gary Cane founded Fairmount Automation in 1996 to begin work on a first generation rugged multi-loop process controller general-purpose product, the FAC-2000. The purpose of this design was to both address obsolescence issues and also satisfy a need for a versatile controller for automation on combat vessels in the U.S. Navy, especially the legacy fleet being modernized. In 1997, a fully functional prototype of the FAC-2000 was provided to the U.S. Navy to undergo a battery of MIL-SPEC (military specification) tests. Upon passing all the requisite military tests and gaining approval for shipboard use the FAC 2000 was employed by the Navy to upgrade and replace obsolete equipment on many ship classes by “dropping” it into existing machinery control consoles to replace obsolete controllers and add functionality.
The continued development of self contained MIL-SPEC controllers provided the Navy with an evolutionary path for meeting the NAVSEA and ONR requirements for decentralization of systems and resources that could improve both ship survivability and fight through capability through rapid sensing, response and dynamic reconfiguration (Drew & Scheidt 2004).

Subsequent development included ONR Small Business Innovation Research (SBIR) funding extended the application of distributed control to develop new signal processing techniques for rupture detection in shipboard fluid systems. 

This research led to the development of a distributed control system for the Autonomic Fire Suppression System (AFSS) prototype. This system was installed and tested on ex-USS Shadwell as part of the DD(X) Phase III AFSS Engineering Development Model (EDM). The AFSS EDM successfully responded to all of the live-fire test scenarios (Shadwell, 2002). 

Follow-up testing of an AFSS prototype was demonstrated successfully during a Weapons Effects Test (WET) on ex-USS Peterson (Peterson, 2003).
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The ex-USS PETERSON test installation featured a survivable piping system with two sets of smart pumps that fed a vertically-offset firemain loop.  The firemain redundantly supplied arrays of overhead and bulkhead-mounted (sidewall) water mist nozzles via smart valve devices installed throughout the piping system. The distributed intelligent devices (i.e., pumps, valves, sensors, etc.) communicated with one another over a distributed control network (DCN) and took control actions based on locally sensed data as well as information obtained over the DCN.
Test events during WET demonstrated the system’s capability to provide a fully automatic (unmanned) response to a weapon hit, Figure 2. During this series of tests, the firefighting and automation systems detected and isolated damage inflicted upon the shipboard firemain and watermist systems, activated the firefighting systems to contain and suppress the fires in the primary damage area, and monitored the progress of the fire and the damage control response (Peterson, 2003).
SURVIVABLE HARDWARE SCHEMA

The development and testing previously discussed evolved into the current capabilities of a family of industrial Programmable Automation Controllers (PAC) that provide control, communication, user interface, and power modules that are integrated seamlessly to form a high-performance scalable control and monitoring solution in a highly survivable architecture.

A significant difference from earlier FAC 2000 units is that the PAC controllers now have their own internal shock mounting thus permitting them to be placed anywhere in the ship as needed. All that is required is a power source and a network or wireless connection to the ships engineering control system.

The PACs offer multi-domain functionality-including logic, motion, and process control on a single very flexible and highly configurable platform. This solution completely blurs the line between the discrete-oriented functionality of traditional Programmable Logic Controllers (PLCs) and the process-oriented functionality of Distributed Control Systems (DCS) and loop controllers.
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The modular architecture, Figure 3, allows the selection of hardware capabilities to strictly match the specific requirements of a particular application without compromising future expansion needs. The equipment can be installed at any time where needed to meet sensing and control requirements.
The difference between generally available commercial standard process controllers and this new line of controllers is that nearly every module in the product line is equipped with its own processor and dedicated memory space. This means processing power and memory storage capacity grow proportionally with Input / Output (I/O), networking, and user-interface capabilities. Conventional modular solutions usually require building a device by selecting a single main processing module, a single power module, various optional expansion I/O modules, and a single optional networking module. With this arrangement, the single processing module bears an increasing computational burden as modules are added, since the aggregate device cannot have multiple processing modules working in parallel.
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The new architecture not only provides computational and storage resources that grow with application demands, Figure 4; it is also more resistant to component failures by distributing the processing load. By comparison, if the single processing module in a conventional solution fails, the entire device is rendered useless. 
By contrast, if a module fails in the new architecture, only the hardware resources contained within that module become inaccessible. Other modules can continue executing without interruption since they contain their own processing and I/O capabilities. In addition, neighboring modules can be configured to execute redundant algorithms, so if one module fails another can take over its control functions. Modules support both redundant input and redundant output connections. In addition, these new PACs can be equipped with multiple power modules to offer redundancy in power sources-both to the PAC and to the external devices that it powers. In conventional modular systems, the power module often represents a single-point of failure because it can't operate in parallel with other backup power modules.

These survivable modules integrate seamlessly with one another by sharing information over a common high-speed data bus(s). This internal data network makes any module's hardware resources (e.g., inputs, outputs, displays, buttons, etc.) available to all other adjoining modules. All signals and variables computed in one module's processor are easily accessible by other module's processors. All signal synchronization between processors is handled in firmware and is completely transparent to the user.  The multi-processor architecture facilitates parallel task execution without complicating the programming effort. This simplifies programming and configuration by naturally grouping I/O and user-interface resources with computational resources.

NEW CONTROL SOFTWARE SCHEMA
The development of new reconfigurable, survivable hardware and hardware architectures led to a requirement for an equally survivable, reconfigurable third-generation graphical design tool used to program and configure the automation’s suite of hybrid PACs. This is a Windows-based software package that relies on intuitive drag-and-drop, undo-redo, and cut-copy-paste functionality to enable the rapid development of sophisticated control strategies and automation schemes, Figure 5. It sharply reduces development time by combining the design, testing, and documentation cycle into a single integrated process. 


FIGURE 5 Next generation Control Software 
Programming in this new software design environment involves creating familiar function block and state-transition diagrams in graphic form. The resulting control programs, called schemas, can be compiled into machine-executable form and downloaded into the desired devices over a wireless link or network connection with just a mouse click. Future schemas will also incorporate structured text programming (in the standard C language) and ladder-logic diagrams. They will allow all of these languages and constructs to be freely intermixed to suit application needs.

The new software design environment provides a comprehensive set of field-proven function blocks, including:
· Controller Blocks (e.g., proportional-integral-derivative controller (PID controller) lead-lag controller)

· Signal Conditioning Functions (e.g., characterizer, rate limiter, track & hold)

· Signal Comparator Blocks (e.g., high/low alarm, equality, thresholding)

· Mathematical Operators (e.g., addition, natural log, exponent, sine)

· Logic Functions (e.g., “not and” (NAND) gate, “disambiguation” (XOR) gate, “reset” (RS) flip flop)

· General Purpose Operators (e.g., timer, ramp profile, multiplexer, A/B switch)

· Hardware Access (e.g., analog input, barograph display, pushbutton)

· Networking Operators (e.g., broadcast, receiver, parameter synchronization)

· Diagnostic Operators (e.g., data recorder, hardware status monitor)

· Text Manipulation (e.g. string constants, concatenation, left, right, etc.).
Figure 6 is an example of the new graphical design environment for advanced control systems programming. This environment places no restrictions on the number of blocks that a program can contain or the manner in which the blocks are interconnected. The links between function blocks can be made by software connection or by using signal reference tag names. Once all connections are made, the software design environment automatically determines the execution order of the function blocks, further reducing development time.

The new state-diagramming features allow design engineers to define operational states; to specify what the device should do when it enters, exits, or remains in each state; and to define events that cause transitions from one state to another. The device behavior in each state is programmed in a sub-schema—itself a function block or state-transition diagram. The event definitions that lead to state transitions can be as simple as a digital input signal turning on something or can involve a complex set of pre-conditions. The use of state diagrams inherently leads to more highly survivable designs by forcing the segregation of automation tasks into manageable subsystems.

Engineers can then focus their design effort on the specific functionality required by each subsystem without the distraction of the system at large. In addition, state diagrams provide a convenient mechanism to encode sequencing operations (they can be structured much like flowchart representations).

INSTALLATION EXAMPLES
Fleet Modernization

An early application of the new control schema was accomplished working with the Naval Surface Warfare Center (NSWC) in Philadelphia to accomplish Ship Alteration 480D, formerly based on a Foundation Field bus solution. The new control system consisted of a network of five smaller PAC units used to regulate the cooling of the four Ship Service Diesel Generators (SSDGs), as well as the SSDG waste heat temperature, the fuel temperature in two sets of oil service and transfer heaters, the hot water tank temperature, and the start-air-mixer air temperature. The PACs also control the main engine lube oil purifier, cooler, and service pressure loops.

Following successful sea trials of the system on USS Boone, three additional ship sets were ordered. Duplicate systems were installed onboard USS McInerny (FFG 8), USS Gary (FFG 51), and USS Vandergrift (FFG 48). 

Automated Damage Control

Damage Control is a notable example of applying multi-level distributed control systems for machinery control. U.S. Navy studies show that ships are seldom lost as a result of primary damage (direct blast effects) but rather as a result of secondary damage, the spreading of fire and flooding into surrounding areas. The main challenge is to decrease casualty response time.

Two objectives are immediately achieved:

1. Reduces response times by providing immediate autonomic response and consequently suppresses fire faster than human response and reduces the secondary damage and cascading damage effects
2. Reduces risk to humans in fighting fire, especially important in ships with minimum manning

Distributed, automated shipboard fluid systems (e.g., firemain, chilled water) are designed to autonomously detect and isolate piping ruptures, and then reconfigure the system without operator intervention.

The test events demonstrated that a fully automatic (unmanned) response using distributed control could detect, isolate damage to the firemain and watermist systems and activate the firefighting systems to contain and suppress the fires in the primary damage area within the required four-minute requirement threshold for detection and activation (Peterson, 2003).
Automated Fire Suppression
Automated Fire Suppression was developed by the DD(X) EDM program and is made up of two primary components; the Device Level Control System (DLCS) and the High Level Control System (HLCS). Two supporting components are the Distributed Control Network (DCN) and the 24 VDC Power System. DLCS software agents communicate over the DCN to: 

· activate the fire suppression system when fire is detected 

· autonomously maintain fire suppression system pressure
· to autonomously reconfigure the piping system when pipe ruptures occur, and 

· provide situational awareness to the HLCS. 


The HLCS is comprised of three Human-Computer Interface (HCI) workstations and their associated software, an Advanced Volume Sensor Prototype (AVSP) that collects, fuses and measures image and acoustic-based data together to detect multiple types of casualties on a per-compartment basis, and several digital video cameras and servers. The HLCS consists of a high-level software module (HLSM) that resides on the HCI workstations and is capable of monitoring, displaying, and fusing information reported by devices on the DLCS. The system supports a remote mode of operation wherein the Damage Control organization can direct manual actions through HCI workstations (Shadwell, 2002).
SAVE WIRING COST AND WEIGHT

Designing hardware and software systems to meet the requirements of decentralization of systems and resources to improve ship survivability resulted in an, at the time, unexpected benefit of achieving a significant reduction in the amount of cable used. 
Designing for distributed, survivable control provided the following ship design and production benefits over packaging commercial processors in unique remote terminal boxes:
· Improved system survivability by reducing single points of failure
· Increased options for locations because of smaller size of the enclosureless design
· Supported installation of MMI control “screens” close to the equipment controlled to provide local control

· Reduced cabling runs

· Reduced cabling weight

· Reduced installation costs.
A CVN 21 design options study in 2005 found that the benefits of using distributed, survivable control, as described in this paper, also resulted in a significant savings in both cable and enclosure weight; on average 50 to 60% less per 100 I/O points for cable as well as enclosures.   The cable weight savings derives from use of lighter weight cable due to the co-location of PAC’s with their associated equipment.  

The cable requirements that support distributed processing for survivability translates into significant cost savings for shipbuilders and the Navy based on the following Table 1 comparisons. Weight savings in the CVN-21 Study were estimated to be 42,000 lbs. (NGNN CVN-21 Study, 2005)
TABLE 1 Compare Weight and Cost

	Design Element for 20,000 Point Engineering Control System
	Conventional Data Acquisition Unit       Design
	Survivable Distributed Design: Process Closest to Machinery

	Enclosure Size including mounts
	24”x24”x14”
	24”x11”x6.5” small or “mini” PACs

	Points Density
	160 max. Assume 100
	36 max. Assume 25

	Enclosure WT w/ mounts
	140 lbs 
	16 lbs

	No. I/O Drops
	200
	800

	Volume per Drop
	1,067 ft3
	571 ft3

	Weight / Drop
	18,000 lbs
	12,800 lbs

	Cable WT
	53,800 lbs
	17,000 lps

	Cost Est./Drop

Total Cost
	$25,000

$5.0 M
	$4,500

$3.6M

	Est. Weight Savings CVN-21 Dist. Proc.
	42,000 lbs     > 18 tons, or
	1.4 times the weight of one F/A-18F


Assumptions: Example platform has 20,000 point Engineering Control System (ECS) I/O points. Shipyard labor and cable costs. The major weight saving comes from decreasing the use of Navy standard I/O analog and digital signal cable as it is replaced with lighter CAT5e network cable (NGNN CVN-21 Study, 2005).
DDG 1000 

The DDG 1000, Figure 8, will be the first new ship to be designed and built using elements of the survivable, multi-level distributed monitoring and control described in this paper that approaches the objectives described by NAVSEA and ONR.
The DDG 1000 (formerly DDX) program sponsored much of the development cost of automated damage control and fire suppression. As advanced as these capabilities may be they represent just the beginning of fully distributed control to the lowest levels of ship’s equipment.

CONCLUSIONS
Newer ship classes will be able to employ decentralized ship system architectures with distributed control systems software to enable the Navy to improve rapid system recovery. Decentralization of systems and resources using the described hardware architectures with new suites of reconfigurable control software will improve both ship survivability and fight through capability through rapid sensing, response and dynamic reconfiguration. The required survivable combat capability will be achieved because the computational and process electronics will themselves be protected by hardware, hardware architectures and control software that have the reconfigurable and survivable capabilities described in this paper. Using hardware that has been fully tested to have the highest level of survivability providing reduced vulnerability to damage will ensure that there will not be critical single points of vital system failure. Concurrently, this new level of automation will support crew reductions, and the distribution of processing close to the machinery will improve survivability and decrease the cable weight and the cost to install control systems improving ship production.
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FIGURE � SEQ Figure \* ARABIC �2�  Live Fire Test of “SmartValve” Technology & Autonomic Fire Suppression System





FIGURE � SEQ Figure \* ARABIC �3�  PAC Component Modular Design 








FIGURE � SEQ Figure \* ARABIC �4� Example Installation of Advanced Multi-level Mil-spec Control Modules





FIGURE 6 Next Generation Graphical Design Environment





FIGURE 7 Autonomic Fire Suppression





FIGURE 8 DDG 1000 Program Sponsored Automated Fire Suppression Development











